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CYBERBULLYING,

DEEP LEARNING, ) )
MACHINE made sharing of one's thoughts and views anonymously

LEARNING, without being judged but others. However, this

SOCIAL MEDIA anonymity is also used by many to harm other
individuals. People who hide behind the mask of
anonymity, hiding their identity can reach their victim at
any time and place. This has led to cyberbullying being
a widespread problem, especially on social media
websites and seeing the negative effect of cyberbullying
there is an increase demand for strategies to tackle
cyberbullying. This study aims to provide a detailed
analysis of various detection methods for cyberbullying
and also analyze the research trends, gaps and future
prospects. This study consists of 61 research studies that
focuses on cyberbullying detection using various
methods.

The usage of social media over the past decade has
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1. INTRODUCTION

The internet has had an important impact on mankind. It has changed how people
interact and socialize with each other and it has been on rise over the past decade.
The medium for this kind of human interaction over the internet is termed as Social
Media. Social Media website provide a platform for interaction and communication
between individuals, it scales geographical bound and culture to connect individual,
communities with similar or dissimilar interests, it also help individuals show their
creativity. People can share knowledge and information on various topics and attract
discussion on them. It is also used as tools for learning new skills, it helps bringing
educators and professional with students and learners. Though with these seeming
benefits there also lies a dark side to it. Cyberbullying is one such problem that has
been plaguing social media. According to UNICIEF Cyberbullying is defined as
“bullying with the use of digital technologies. It can take place on social media,
messaging platforms, gaming platforms and mobile phones. It is repeated behaviour,
aimed at scaring, angering or shaming those who are targeted” [1], American
Psychological Council Association and White House has identified cyberbullying as
a serious health concern. National Crime Prevention Council, has estimated that
more than 40% of the US teens have been bullied on social media websites [2].
Cyberbullying victim often show symptoms of lower self-esteem, anxiety,
depression and loneliness. Victims of cyberbullying often show mental health
problems and in some cases they might attempt suicide.

The main difference in traditional bullying and cyberbullying is that cyberbullying
is not restricted by geographical boundaries and can occur at any time. The traditional
ways to combat cyberbullying such as standard and guidelines, using profane list,
doesn’t do well on social media, they are often forced to resort to manual effort to
identify the cyberbullying instances which often time and labour consuming, and
very difficult to scale. This necessitates the framework to detect cyberbullying
instances on various social media. Cyberbullying can happen at any time, and reach
their victims even when he or she is alone. Second, due to anonymous nature of
several social media bullies often create fake profile and post message and images to
target their victim and reach a wide range of audience, it is very difficult and
challenging to identify these cyberbullies. Lastly, it is very difficult to correctly
appraise a message or post as cyberbullying as they can be ambiguous and model can
identify it as cyberbullying when it’s not and vice versa. This study examines the
classification of internet bullying content using different approaches. Key
contribution of the studies is mentioned below.
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e We did a comprehensive review of the existing studies. We selected 61 studies
which focused on detection of cyberbullying using various techniques.

e We identified various models and techniques which are used in cyberbullying
detection. Our study also provided a detailed summary of each of the study,
which had information like classifiers used, best classifier in study etc.

e We provided an in-depth analysis on various dataset used in detection of
cyberbullying. This analysis helps to shed the light in availability, diversity and
quality of dataset which are being used for evaluating cyberbullying detection
models. It also highlights the need for standardized, diverse and well labelled
dataset to ensure we get reliable results.

e Finally, by identifying the techniques/models, and datasets utilized in these
studies, we offer valuable guidelines for researchers and practitioners working
on cyberbullying detection using machine learning and deep learning techniques
future cyberbullying detection research.

The study is structured as follows: Section 2 details on the methodology used for
review by stating the research topics identified for this study review. Finally, section
3 includes results and discussion, followed by section 4 conclusion, which identifies
prospective research gaps and future guidelines.

2. METHODOLOGY

This section describes the methods employed for the literature search in this study.

We wish to answer the following research problems.

e Rp 1: Which techniques are employed most commonly for detection of
cyberbullying on social media?

e Rp 2: What is the source, type and domain of data that is being utilized in
cyberbullying detection? We also analysed whether the agreement rate between
labellers was taken into account or not while labelling of data and, whether
labellers had any expertise in the field of cyberbullying or not.

¢ Rp 3: What guidelines for future cyberbullying detection research may be derived
from the reported findings of this review?

The retrieval of published articles on cyberbullying prediction models involved two
parts. The initial phase consisted of a search for credible academic resources and
search engines. Relevant publications were retrieved using the following search
engines and academic databases: ACM Digital Library, Clarivate Analytics' Web of
Science, Scopus, IEEE Xplore, Science Direct and Springer Link. Cyberbullying,
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cyber bullying, aggressive behaviour, cyberbullying detection and cyberbullying
models were developed as the primary keywords for the literature search. The search-
retrieved articles were evaluated to determine whether they fit the inclusion criteria.
Based on the inclusion criteria, for an article to be selected for the survey, it should
describe an empirical study that predicts cyberbullying on Social Media sites. If not,
the study would be excluded from consideration. Numerous articles were rejected
due to their titles. The abstract and conclusion portions of the papers were reviewed
to confirm that they met the screening criteria, and those that did not were omitted
from the survey. This study's inclusion criteria were research studies published in the
last 13 years, research demonstrating cyberbullying monitoring and detection on
social media platforms, and research focusing on the implementation of supervised
and unsupervised machine learning techniques. Research studies demonstrating the
implantation of deep learning techniques to the identification of cyberbullying on
social media platforms and research utilising hybrid models and techniques to detect
cyberbullying on social media platforms. Exclusion criteria for this study was studies
that lack appropriate empirical analysis or comparisons to relevant standards and
Cyberbullying detection studies that are reviews, surveys, or theoretical concepts
with no implementations. Table Il provides the detailed summary of the studies
included.

3. RESULTS AND DISCUSSION

3.1 RQ1: WHICH TECHNIQUES ARE EMPLOYED MOST COMMONLY
FOR DETECTION OF CYBERBULLYING ON SOCIAL MEDIA?

The research shows that a variety of approaches have been used to identify and
anticipate online cyberbullying. There were few reports of early attempts to use
supervised machine learning for Cyberbullying Detection on text information by [5]
and [6]. Following that, supervised machine learning techniques such as Support
Vector Machine, Naive Bayes, Ridge Regression, Decision Tree, Random Forest,
Stochastic Gradient Descent, Bayes Algorithm, Extra Tree, Logistic LASSO
Regression, Essential Dimensions of Latent Semantic Indexing, and Gradient
Boosting were incorporated on a range of social media platforms such as Facebook,
Formspring.me, Myspace, Kaggle, Slashdot, Kongregate, X (formally known as
Twitter), Wikipedia and Reddit. Traditional Cyberbullying Detection techniques
(vocabulary, rule-based techniques) yield inferior results when compared to the
presented methods. Similarly, increasing use of techniques such as Fuzzy Logic,
Genetic Algorithm, Maximum Entropy, Neural Network, and others, as well as
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Ensemble methods such as Adaboost, Boosting, and Bagging, has been demonstrated
for Cyberbullying Detection on social media for all types of multimedia, including
photos, video content, audio content, and texts. Data for the implementation was
gathered using a variety of social media platforms, including Instagram and
YouTube. A few papers also described how to detect cyberbullying using distance-
based algorithms like k-Nearest Neighbour and regression-based methods like
Logistic Regression, Linear Regression, and Multiple Regression. Unsupervised and
semi-supervised approaches for detection of cyberbullying were also investigated in
some of the studies. Probabilistic Latent Semantic Analysis, C means clustering,
MinHashes, Conditional Random Fields, MinHashes, and Expectation-
Maximization, were among some of the techniques used. Many research studies also
used hybrid techniques, such as Fuzzy Decision Tree (FDT), Fuzzy C Mean. (FCM)
and Fuzzy cyberbullying detection on social media, to improve the system's
accuracy, etc[10],[11],[14]. Recently, studies on cyberbullying detection using deep
learning techniques such as Long Short-Term Memory (LSTM), marginalized
Stacked Denoising Autoencoders (mSDA), Pronunciation-Based Convolution
Neural Network, and Convolution Neural Network (CNN), and Bidirectional Long
Short-Term Memory (BLSTM), Semantic-Enhanced Marginalized Denoising Auto-
Encoders, have been used on messages collected from various social media plat
forms to detect cyberbullying.

S.No Technique Papers
1 Support Vector machine 35
2 Neural Network 16
3 Naive Bayes 24
4 Random Forest 14
5 Logistic regression 19
6 Decision Tree 13
7 k-nearest Neighbour 6
8 Fuzzy Logic 4
9 Latent Dirichlet Allocation (LDA) 4
10 Maximum Entropy 1
11 Adaboost 2
12 Latent Semantic Analysis 3
13 Hierarchical agglomerative cluzstering 1
14 Genetic Algorithm 1

TABLE 1.1 CYBERBULLYING DETECTION TECHNIQUES
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According to Table I, Support Vector Machine (SVM) is the most commonly used
technique. This likely reflects SVM’s robustness in handling high-dimensional data
and its effectiveness in binary and multi-class classification tasks, However, SVM’s
reliance on a linear decision boundary can limit its ability to capture complex
linguistic patterns in cyberbullying texts, and its high computational cost can present
scalability challenges in larger datasets. Naive Bayes and Logistic Regression are
also frequently employed, suggesting a reliance on straightforward, interpretable
probabilistic models. These models particularly attractive for its simplicity and
efficiency, however they may not capture the underlying complexities of
cyberbullying language, which often involves subtle variations in word choice and
context.

Neural Networks represent a trend towards more advanced, deep learning
approaches, reflecting the field’s gradual adoption of models capable of capturing
non-linear relationships in language data. While neural networks can be highly
effective in detecting nuanced language patterns, their relatively lower count
compared to SVM or Naive Bayes may be attributed to the increased computational
resources and expertise. We are seeing trends toward the use of deep learning models
in cyberbullying detection, but the size and quality of data still remain a hindrance
to utilizing the full capability of these models
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1. | [7] |2018 | LSTM, 5 F-score, Using models | CNN
SVM, CNN, Precision, | based on deep | BLSTM
Random Recall learning and
Forest, Naive transfer learning,
Bayes, this study
BLSTM, examined the
Logistic detection of
Regression cyberbullying
across a variety of
SMPs and themes.
2. | [8] |2014 | MCES 10 | Area Naive Bayes | MCES+
(Expert Under performed the | Naive
System), Curve best when | Bayes
Decision compared to other
Tree, SVM, models
Naive Bayes,
3. | [9] | 2015 | Bayes Point |10 |Sn, True | A model for |-
Machine Negative, | examining
(BPM), False different kinds of
KMC, SVM, Positive, | characteristics for
Decision True automatically
Tree Positive, detecting  abuse
False has been
Negative, | proposed.
Specificity
4. | [10] | 2014 | SVM, kNN, | 10 | Precision, | Developed a | Naive
Fuzzy Logic, Accuracy, | 'Grooming Attack | Bayes
Max False Recognition
Entropy, Positive, | System' for the
Naive Bayes, False real-time
Negative, | detection,
evaluation,  and
regulation of
cyber  grooming
attacks.
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5. | [11] | 2015 | FuzGen, - F  Score, | Used Genetic | —
Naive Bayes, Accuracy, | algorithm for
Fuzzy Logic Precision, | optimizing

Recall parameters  and
fuzzy logic to get
relevant
information form
classification  of
input.

6. | [12] | 2013 | BoW, EDLS, | 2 True Model for | —
tf-idf Positive, cyberbullying

Precision, | detection which

Recall provided  better
results.

7. | [13] | 2016 | Bayesian — Recall Used clustering | SAX
hierarchical approach for | with
clustering, identifying sliding
SVM, HAC, patterns in | window

cyberbullying
involving sexual
content.

8. | [14] | 2014 | Naive Bayes, | 10 | F Score, | Suggested a semi- | Kernel
mSGD, Precision, | supervised based
Random Recall method which | SVM
Forest, showed better
Logistic results than
Regression, traditional models
FuzzySVM, for cyberbullying
Kernel-based detection
FuzzyC-

Means

9. | [15] | 2015 | Snowhball 10 | Recall, Adaboost showed | adaBoos
sampling Accuracy, | highest accuracy |t
method, Precision | among all.

Naive Bayes,

AdaBoost,

Decision
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Tree,
Random
Forest
10.| [16] | 2017 | Naive Bayes, | — F  Score, | Presented kNN
KNN, Precision, | comparison
Decision Recall between  direct
Tree, SVM and indirect
bullying, and
showed more user
are affected by
direct bulling
11.| [17] | 2106 | LDA, 10 | Recall, Random  forest | Random
Adaboost, Accuracy, | showed the best | Forest
Decision Precision | Accuracy,
Tree, Precision and
Random Recall
Forest, Extra
tree
classifier,
SVM
(variation of
SVM), kNN,
Naive Bayes,
Multi-Layer
Perceptron,
Logistic
Regression
12.| [18] | 2017 | Random 10 | Recall, The proposed | Random
Forest Precision, | approach showed | Forest
Cohen’s high accuracy for
Kappa, identifying  post
ROC aggressive  and
bully content
13.| [19] | 2017 | SVM,Fuzzy |- Accuracy | Proposed a model | —
Logic to determine
severity of
bullying.
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14.| [20] | 2017 | Latent - Precision, | The proposed | Naive
Dirichlet F  Score, | method improved | Bayes
Allocation Recall, the classifier's
topic Cohen’s performance for
modelling, Kappa accurate
Naive Bayes automatic
detection.
15.| [21] | 2017 | Participant- | 3 Precision | Proposed al-—
Vocabulary weakly supervised
Consistency Participant-
(PVC) using Vocabulary
Alternating Consistency
Least model.
Squares,
snowball
sampling
16.| [22] | 2017 | Naive Bayes, | — False Used Support | Support
SVM Positive, | Vector Machine | vector
Recall, F |and naive Bayes | machine
score, as solution to
Precision, | detect and stop
True cyberbullying
Positive
17.| [23] | 2017 | Bayes 10 | F Score, | Implemented ET=SV
expectation Recall, logistic regression | M
maximizatio Precision, | with word | GT=Log
n, Decision Accuracy | unigrams, it R
Tree, showed improved | WT=Ba
Multivariate results in scoring | yes
Logistic feature set in X
Regression, dataset
Maximum
Entropy,
Winnow2,
Bag of
Words
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18.| [24] | 2018 | SVM, - Micro- Using 2-d TF-IDF | CNN+2
Logistic Area and with CNN | D TF-
regression, Under model showed | IDF
LSTM+2D Curve, improvement
TF-IDF, Macro-
CNN +2D Area
TF-1DF, Under
LSTM+ Curve,
EMBEDDIN Accuracy
G, CNN +
EMBEDDIN
G
19.| [25] | 2018 | CNN, LSTM |10 | Area Combined CNN | propose
Under at character level | d hybrid
Curve, and LSTM at | classifie
Receiver | word level, | r
Operating | showed improved
Characteri | performance over
stic other models.
20.| [26] | 2017 | Naive Bayes, | 10 | Precision, | understanding the | RF
Decision Recall, characteristics of
Tree, ROC, bullies and
Random RMSE, aggressors on X,
Forest, NN, Cohen’s
CBoW Kappa ,
21.| [27] | 2016 | Random 10 | F Score Random  Forest | Graph
Forest, CNN- showed better | Based
non-static, results than CNN. | Classifie
CNN (POS) r
22.| [28] | 2012 | Naive Bayes, | 5 Accuracy, | Identified key | CRF
L-SVM Precision, | issues and framed
(linear), R- Recall, F |them as Natural
SVM, (RBF), Score Language
Logistic Processing task
Regression,
CRF
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23.| [29] | 2012 | Bag of | 10 | Accuracy | Presented LibSVM
Words, sentiment analysis
PLSA, Bayes technique to
method, detect
SVM cyberbullying
24.| [30] | 2011 | Bully Tracer | — Recall Designed Handma
BullyTracer  to | de
detect Dictiona
cyberbullying ry Based
instances in chat | Rules
room
conversation
25.| [31] | 2015 | SVM, — Precision, | Increased Logistic
Logistic Recall, Accuracy by 4% | Regressi
Regression Area using the | on
Under proposed model.
Curve,
Accuracy
26.| [32] | 2013 | SVM 10 | Precision, | Improved SVM
Recall, F | cyberbullying
score detection
accuracy by
including
contextual data of
user activity
27.| [33] | 2012 | Bag of Word, | — Accuracy, | Proposed model | Jrip,
Naive Bayes, F score, to detect and | LinearS
SVM, 148, differentiate VM
Jrip cyberbullying on
three categories,
users’
intelligence,
sexuality and race.
28.| [34] | 2016 | Logistic 5 Precision, | Showed high | Logistic
Regression Recall, F | performance in | Regressi
Score, predicting on
False cyberbullying.
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Positive,
ROC,
Area
Under
Curve
20.| [35] | 2014 | Bagging, J48, | 10 | Receiver | Used social | Dagging
SMO, Operating | relationship as a
Dagging, Characteri | factor to detect
naive bayes, stic cyberbullying
ZeroR
30.| [36] | 2015 | Naive Byes, Precision, | Showed Collabor
SVM, Recall, collaborative ative
Logistic Accuracy | detection Paradig
Regression outperforms  the | m
stand-alone
models.
31| [37] | 2013 | Session- 10 | Precision, | The author | Ensembl
based Recall, F | presented an | e
ensemble Score ensemble Classifie
classifier technique to|r
one-class detect
classification cyberbullying
instance
32.| [38] | 2016 | Proposed 10 | Precision, | Proposed a novel | Propose
Method Recall model for | d
detection of | Method
cyberbullying on
internet
33.| [6] | 2011 | Decision 10 | Confidenc | Included J48
Tree, kNN, e personality traits
SVM related to
cyberbullying and
showed it affects
the presence of
bullying content
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34.| [39] | 2018 | Fuzzy 10 | Precision, | Fuzzy Fingerprint | Fuzzy
Fingerprints, Recall, F | outperformed the | Fingerpr
Logistic Score model approach in | ints
Regression, detecting
Multinomial cyberbullying
Naive Bayes,
SVM
35.| [40] | 2016 | ZeroR, naive Recall, Proposed a novel | Propose
fusion, late Precision | probabilistic d
fusion Accuracy, | information Method
F-Score fusion framework
36.| [41] | 2016 | SVM, Naive | — Recall, Author designed a | SVM
Bayes, Precision, | system to
Logistic F  Score, | automatically
Regression Accuracy | grade the instance
of cyberbullying
and provide
appropriate
response in its
effect
37.| [42] | 2015 | SVM — Precision, | Author  showed | SVM
F  score, | the detection of
Recall, fined grained
cyberbullying
categories
38.| [43] | 2016 | PCNN, CNN |5 Accuracy, | Proposed PCNN | PCNN
and | Recall, model for
10 | Precision, | cyberbullying
F  Score, | detection, it
True showed better
Positive, results than
False existing models.
Positive,
True
Negative,
False
Negative
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39.| [44] | 2017 | smSDA, 10 | Accuracy, | Proposed smSDA | mSDA
MSDA, F Score for textual
SVM, LSA, cyberbullying
LDA, Bag of detection, this
Words, showed better
sBoW, results.
40.| [45] | 2019 | Continuous | 5 Precision, | Proposed EboW | EBoW
BoW Recall, F | for Cyberbullying
Semantic- Score that produced
enhanced improved results.
BoW Model,
LDA, tf-idf,
SVM
41| [46] | 2016 | SMOTE, 10 | Precision, | Random  forest | Random
Naive Bayes, Recall, using SMOTE | forest
SVM Area showed better | SMOTE
Random Under results. only
Forest, and Curve, F
KNN Score
42.| [47] | 2012 | SVM — Precision, | Author used | SVM
Recall, F | gender specific
Score feature to
improves the
discrimination
capacity of a
classifier to detect
cyberbullying.
43.| [48] | 2018 | SVM, 10 | Precision, | Author  showed | C-
Logistic Recall, F | that deep learning | LSTM
Regression, Score model with word
CNN, CNN- embedding
LSTM, outperform
baseline
classifiers
44.| [49] | 2016 | GHSOM, 10 | Precision, | Author developed | GHSO
C4.5, SVM, Recall, a model inspired | M
Naive Bayes Accuracy, | by Growing
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F  Score, | Hierarchical
True SOMs and tuned it
Positive, | work on SM
Area
Under
Curve
45.| [50] | 2016 | Random 10 | Precision, | Author RF
Forest, SMO, Recall, F | incorporates latent
Mutlilayer Score or hidden
Perceptron, variables with
J48 supervised
learning to
determine
potential bullying
cases.
s6.| [51] | 2020 | BLSTM, — Recall, F | Showed the | BLSTM
GRU, LSTM, Score empirical analysis
RNN Precision, | of deep learning
Accuracy, | model for
AUC, detection of
True cyberbullying
Positive, instances
True
Negative,
False
Positive,
False
Negative
47.| [52] | 2020 | Proposed — Accuracy, | The author | Propose
Model Precision, | proposed an | d
Recall, F | algorithm which | Method
Score, uses combination
True of textual feature
Positive, to detect CB.
True
Negative,
False
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Positive,
False
Negative
48.| [53] | 2019 | Raw, — F Score Author  showed | RF
DeepWalk, the proposed | Xbully
Node2vec, model Xbully out
GraRep, performs the
Xbully  with state-of-the-art
Random CB detection
Forest, models
LSVM,
Logistic
Regression
and  Bully,
SCID
49.| [54] | 2020 | SVM, 5 F Score, p | Proposed a novel | BERT
Logistic value approach to detect
Regression, CB using BERT
CNN,
RNN+LSTM
, BILSTM,
BERT
s0.| [55] | 2020 | ALBERT, — Accuracy, | Author proposed | ALBER
SVM, CNN, Precision, | model showcase | T
CNN+GRU, Recall, F | the high scores in
BERT+CNN Score, multiple
, GPT-2, n- Area benchmarks and
gram, Under achieved an F1
Curve score of. 95
s51.| [56] | 2018 | Logistic 10 | Precision, | Author LR +
Regression, Recall, F | incorporates AUTH
RNN, Score community-based
LSTM+GLo profiling features
Ve+GBDT, of X users to
AUTH, detect
AUTH+LR, cyberbullying

instances
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AUTH+HS,
AUTH+WS
52.| [57] | 2017 | Logistic 15 | AUC, MLP+E
Regression, Spearman D
MLP
53.| [58] | 2020 | NN+TF-IDF, | NA | Accuracy, | Author presented | LSTM +
NN+Word?2 Precession | model for | context2
Vec, LSTM, , Recall, F | extracting feature | vec (NN
LSTM + Score from images and | combine
context2vec combining it with | r)
(NN), LSTM neural network to
+ identify new
context2vec features
s4.| [59] | 2021 | KNN, Naive | 10 | Precision, | The Presented a | ConvNe
Bayes, SVM, Recall, multi modal | t
ConvNet Accuracy, | model for
ROC, cyberbullying
Area detection
Under
Curve
s5.| [60] | 2021 | SVM, — Accuracy, | Presented code- | BERT+
Logistic Precision, | mixed language | CNN+G
Regression, Recall, F | cyberbullying RU+Ca
Naive Bayes, Score corpus against | psule
Random children and
Forest, CNN, women
LSTM
s6.| [61] | 2020 | CNN, LSTM, | — Accuracy, | Using VGG-16 | VGG-
VGG16, Precision, | and CNN | 16,
VGG19, Recall extracted features | CNN,
Resnet50 from text and | GA
image.
57.( [62] | 2019 | CNN — Accuracy, | Proposed single | CNN
recall, characterization
Precision | of image and text
to remove the
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need of different
modules for each.

58.| [63] | 2022 | SVM, Precision, | Used lexical | Propose
DT(J45), Bi- Recall, F- | meaning of text | d Model
LSTM, Score, along with word
Logistic Specificity | order to improve
Regression, , MSE, | accuracy.
Multi-Layer ROC
Perceptron,
Random
Forest,
Naive Bayes
s0.| [64] | 2022 | Elamn RNN Accuracy, | Used ElIman RNN | E-RNN
with  DEA, Precision, | along with DEA
BIiLSTM, Recall, F- | (Dolphin
RNN, SVM, Score, Echolocation
Naive Bayes, Specificity | Algorithm) to
Random detect
Forest Cyberbullying
60.| [65] | 2023 | SVM,  TF- Accuracy, | Used SVM TF- | SVM-
IDF, BOW Precision, | IDF and BOW on | TF-IDF
Recall, F1 | Arabic dataset on
cyberbullying.
61.| [66] | 2018 | Random Area Used data | Random
Forest Under extracted  from | Forest
Word2vec, Curve, Reddit to train
Glove Precision | model using
Word2vec  skip
gram model.
Model  showed
better result than
four pre trained
model
TABLE 1.2 DETAILED SUMMARY OF THE STUDIES
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3.2 RQ2: WHAT IS THE SOURCE, TYPE AND DOMAIN OF DATA THAT
IS BEING UTILIZED IN CYBERBULLYING DETECTION?

The source, type and domain of data that is being used along with its language, inter-
rater reliability and annotator expertise is presented in Table V. Following a review
of the literature, it was discovered that the researchers used a wide range of sources
to collect data, which also included publicly available information. The datasets
under consideration were mostly publicly available, or were a set of arbitrary data
collected in from different social media platforms such as X, YouTube, Facebook,
Instagram, Wikipedia, Vine, Myspace, Reddit and so on. The presented studies made
use of public datasets in addition to them. One of the data for the content analysis
workshop was provided by "Fundacion Barcelona Media (FBM)", FBM made five
datasets available. Among the others, authors of [14], [29] used Kongregate,
Slashdot, and Myspace. Several studies were carried out using data obtained from
social media sites via their APIs. The corpora retrieved covered a wide variety of
cases, themes, and time durations. Detailed report on the dataset like social media
from which data was collected, type of data in dataset, domain of dataset expertise
of the annotator, language of dataset, etc., can be found on Table V

Social Media No. of Studies

Kaggle 4
X
Myspace
YouTube
Facebook
FormSpring
Perverted Justice Website
Vine
Ask.fm
Slashdot
Reddit
Instagram

w
s

OFRP WWW R IOW |

TABLE 1.3 SOURCE OF DATASET

Randomized datasets are used in a number of other studies [6]-[8], [12], [14], [16],
[20]-[25], [27], [28], [30], [31], [33]-[39], [41]-[51], [53]-[59], [63], [65], [66].
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Type of Media No. of Studies
Textual 57
Visual 02
Sound 00
Picture 05
Infographic 01
Multi-Modal 05

TABLE 1.4 TYPE OF DATA IN CYBERBULLYING DETECTION

The use of random data sets on general issues from many disciplines has been
proposed for research evaluations, particularly since 2011. Table 111l also shows the
extensive list of Social Media sites that were included in the analysis of research
involving the use of Cyberbullying detection. Table IV lists the different types of
multimedia for

which were used to develop Cyberbullying detection models. There are no
standardized datasets for detecting cyberbullying (Table I11). Despite the fact that the
majority of research collect data from the social networks

(e.g., YouTube, X and Facebook), the datasets are created independently by scraping
the website or using a publicly available API. As a result, comparing the data is
impossible. X is heavily favored social media for gathering data on cyberbullying.
Formspring is a frequently used dataset that has undergone changes over the years.
Formspring began with nearly 4000 samples [6], but its size has more than tripled
since then [39]. Many authors only used datasets from Slashdot, Myspace, and
Kongregate, which are available in various types.

Table V shows that the many of the datasets are significantly uneven and skewed,
with the majority of studies using datasets with less than 25% of available samples
classified as cyberbullying. This mismatch can reduce the prediction capability of a
machine learning classifier. Because cyberbullying is a naturally unbalanced
phenomenon in terms of its occurrence, some studies [40], [43], [46] have used
artificial over sampling or under sampling methods to create a more balanced dataset,
this artificial under and oversampling have shown better results in detection of
cyberbullying. Non-normal distributions are likely in cyberbullying research. The
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small number of cyberbullying examples on social media, in comparison to the vast
majority of other types of posts, reflects this disparity in the data.

Table V also show that in most of the studies the language of dataset is in English,
this represent a limitation on understanding of issue of cyberbullying on a global
scale. Expanding datasets to include diverse languages is essential to create a more
comprehensive, inclusive, and accurate understanding of cyberbullying behaviours
worldwide, especially in multilingual and non-English-speaking regions where
online harassment may differ in context and impact. In conclusion, we argue that the
datasets available impede research conducted in this field, as a result, it is crucial to
implement a fundamental change in how data actually represents cyberbullying so
that subsequent years can be dedicated to more in-depth research.

Inte
r-
S.n | Social Type Dataset Dataset Annotat | rate Lang Data
0 Media of Description | Domain or r uage Bala
data expertise | Reli nce
abil
ity
1. Formsp | Txt 12000 post | Random | Three - Engli | -
ring, X, form Amazon sh
Wikipe FormSpring Mechanic
dia 16000 from al Turk
X 100000 workers
from for
Wikipedia FormSpri
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annotator
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Wikipedi
a
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TABLE 1.5 DETAILED SUMMARY OF DATASET USED IN STUDIES
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3.3 RQ3: WHAT GUIDELINES FOR FUTURE CYBERBULLYING
DETECTION RESEARCH MAY BE DERIVED FROM THE FINDINGS OF
THE REVIEW?

New models and potential for Improvement: Ability to detect and forecast
cyberbullying behaviour is a difficult task, with anonymised cyberbullying
adding to the difficulty. Despite the fact that researchers are eager to implement
diffrent approaches, only very few approaches have been investigated. Neural
network, deep learning, evolutionary computing, ensemble methods, and hybrids
model such as, fuzzy based models have garnered a lot of attention in
Cyberbullying detection. More research is needed to improve Cyberbullying
detection using new pre-trained models such as BERT, ALBERT, and others;
very few studies have used them, and their full potential has yet to be explored.

Use of multi-modal data: Majority studies focus on single modality of data i.e.
textual, visual, audio or image but very few studies have used multi modal data
for their studies, cyberbullying doesn’t always incorporate single mode the
perpetrator uses various means to harass and oppress its victims, it often seen the
perpetrator uses various form of media to target their victims. The majority of
data shared on social networks are multimedia data (e.g., photographs with
captions, live video streaming, and audio files) .These data are absent due to the
scarcity of datasets, including image and video data. Using multi-modal data can
provide the enhanced understanding of the context in which the bullying occurs.

Improving data collection process: The process of data collection is often times
done based on keywords or user profile. Using keywords to track post have some
keywords often introduce bias, which can hamper the performance of the
cyberbullying model and provide with biased outcome. The best way to
overcome this issue is use wide range of post and domain from which the data is
collected.

The absence of information regarding the construction of datasets is major issue.
The majority of research does not include criteria for labelling the data samples.
Similarly, inter-rater dependability and the competence of annotators are
sometimes overlooked. This issue reflects the absence of a uniform definition of
cyberbullying and shared, accessible data annotation techniques, as previously
noted. As a result, the variability of cyberbullying definitions and the criteria used
to classify text material as cyberbullying greatly raise the danger of interrater
subjectivity biases.
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Class imbalance is another issue that can hamper the quality of data and affect
the performance of the model. Most of the datasets for cyberbullying are
naturally imbalanced. In the real world, the cases of Cyberbullying are
significantly low compared to non-cyberbullying posts; this causes a class
imbalance problem in the dataset, it can also be seen in Table | most of the
datasets are imbalanced. To overcome this issue, there are many techniques that
can be used, like class weighting, resampling, and data augmentation (SMOTE).

Using appropriate Key Performance Indicator: Precision, recall and F-Score
are most commonly used key performance indicators as seen in Table II.
Selection of which key performance indicator to use is important. The selection
depends on nature of dataset being used; selection inappropriate performance
indicator may result in better performance according to selected performance
indicator. This might mislead the researcher to find the results improved, but in
reality, this result is misleading and doesn’t reflect the reported better
performance. For example, a dataset containing severe class imbalance is used to
detect the cyberbullying. The model being imbalance tends to identify instance
as majority class, this leads to high accuracy, since most instance of data is non-
cyberbullying. So, if we use accuracy as performance measure, then accuracy for
this will be high. Even though the model is successful in detecting non
cyberbullying instances but it weak at identifying the minority class i.e.,
cyberbullying instances, which is the major task of the model. Hence, using
accuracy alone in this imbalanced scenario provides a skewed perspective, as the
model's performance is heavily biased towards the majority class.

Special thought must be given when selection the key performance indicators so as
to ensure that performance reported reflect the true capabilities of the model.

Including Personal, Psychological and Social-Cultural features: An
individual's conduct and sentiments regarding cyberbullying are substantially
influenced by personal characteristics. These variables are unique to each
individual and often result in distinct beliefs and behaviors related to
cyberbullying. Many researchers have studied the association between gender,
race, age, and cyberbullying. Gender, age, and race are significant factors that
influence the commission and experience of cyberbullying, resulting in
detrimental outcomes for both the perpetrator and victim. There are many
psychological features that either precede or follow cyberbullying activity, or
both. These characteristics include traits of personality, tension, anxiety,
depression, emotional maturity, vengeance, solitude, irritation, self-esteem,
aggression, empathy, antisocial conduct, insecurity, internalizing behaviour and
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jealousy. These psychological variables are crucial for explaining the phenomena
of cyberbullying. Understanding these psychological aspects can contribute to a
thorough knowledge of the complex nature of cyberbullying behaviour.

4. CONCLUSION

Since the rise in number of cyberbullying cases there is high need for a computational
model to identify cyberbullying. It necessitates the search for models that integrate
soft computing approaches' intellect, self-tuning, and comprehension with fields such
as natural language processing, cognitive and behavioral science, and artificial
intelligence. Potential victims of cyberbullying can be saved by early detection of
cyberbullying with the use of machine learning and deep learning models Moreover,
it can be supplemented by warning interfaces that notifies the bully of their action or
delay their action this encourage bully self-reflect on their action. It is also important
that these models are able to distinguish cyberbullying form non cyberbullying
instances which may appear similar, such as use of profanity among peer in
humorous way.

One of the risks of inaccurate cyberbullying detection is that it can reduce the
responsiveness of these solutions, causing users to disregard them. Another concern
associated with erroneously recognizing cyberbullying is the development of poor
digital solutions that are incapable of preventing and intervening in genuine
cyberbullying incidents, thereby failing to safeguard users from potentially
dangerous scenario. To overcome these issues, the standard of future classifiers for
the identification of cyberbullying must be enhanced. Also focus should be made on
detecting Cyberbullying in multilingual and multimodal scenarios so as to reach
wider audience across the globe.
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