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ABOUT THE WORKSHOP

This Three Dayvs Workshop on Next Generation Cyber Security: Innovations in Threat
Detection and Response stands as a beacon of hope and progress in ourincreasingly digitized
world. In an era marked by ever-advancing technology, cyber threats have grown in
complexity and frequency, posing substantial risks to individuals, organizations, and nations.
By focusing on the latest innovations in threat detection and response, this workshop not
onhy oquips participants with the knowledge and tools to safeguard their digital assets but
also contributes to the broader mission of enhancing global cyber resilience. With the world
becoming more interconnected by the day, such workshops are instrumental in shaping the

future of cvber security, ensuring a safer and more secure online environment for everyone.
RECISTRATION FEEDS: NIL

REGISTRATION LINK-

httos:/ [forms.gle/LBB6pDfgXUKS5v8cz]

Venue

Basement Computer Lab, Block ALPCPS

Campus

Resource Persons

Mr. R K Gupta Founder of Invisor Tech

Mr. Jaydeep Vidhyarthi( MAin
psychology)
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PROGRAMME SCHEDULE

Day 1 (Schedule): 19 OCTOBER 2023 (Thursday)

01:00 PM -01:15 PM

Inaugural

r—ﬂ_i—l??—_ o Session l
| 93313 M -02:30 lﬂl Mr. R K Gupta Basics of Cybercrime and Cyber Security|
| 02:30 AM — 04:00 PM Mr. Jaydeep Vidhyarthi ~ Cybercrime and Necessity of Cyber

L P, Security

Day 2 (Schedule): 20 OCTOBER 2023 (Friday)

Speaker

| 01:00 PM -02:30 PM Mr. R K Gupta Cybercrime and Cyber Security: Data |
. protection |
| 02:30 AM - 04:00 PM Mr. Jaydeep Vidhyarthi Threads of Cyber Security [

Day 3 (Schedule): 21 OCTOBER 2023 (Saturday)

Time

| 01:00 PM -02:30 PM

Speaker

Topic

Mr. R K Gupta Impact of mobile devices on Cyber
; Security
| 02:30 AM - 03:30 PM Mr. Jaydeep Vidhyarthi Emerging Cyber Security: Approaches
and Technology
03:30 AM - 04:00 PM Valedictory Session
Offlin

This Workshop will be organized in offline mode only. All the registered
participants will get E-Certificates after ensuring their presence.

For More Details -

Contact - Dr. Anand Kumar Rai
Mob: +919453302061/ +918787224265
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KEY SPEAKERS

Mr. R K Gupta
(Tech entrepreneur

and founder of Invisor |
Tech) “

KEY SPEAKER:
Mr. Jaydeep
Vidyarthi
(MA in Psychology,
PrepCode)




Day 1 (Schedule): 19 OCTOBER 2023 {Thursday)

Topic for Dav 1 (01:15 PM -02:30 PM) -Basics of Cvbercrime and Cvber Security

Mr. R.K Gupta told that Cybercrime can cause direct harm or indirect harm to whoever the victim
is. However, the largest threat of cybercrime is on the financial security of an individual as well as the
government. Cybercrime causes loss of billions of USD every year.He told us some of the examples
of cybererime like- Hacking , Unwarranted mass-surveillance, Child pornography, Child grooming,
Copyright infringement, Money laundering, Cyber-extortion.

He told us Cyber security is a potential activity by which information and other communication
systems are protected from and/or defended against the unauthorized use or modification or
exploitation or even theft. Likewise, cyber security is a well-designed technique to protect computers,
networks, different programs, personal data, etc., from unauthorized access.
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Topic for ; .
*‘L\Dﬂ_l_&m PM — 04:00 PM) - Cybercrime and Necessity of CyberSecurity

Mr. Jaydeep Vidhyarthi told that The Cyber

in the case £ Sccurity for businesses and organizations can be scen
S¢ of the target data breach. In this case, hackers were able to gain access (o the target's

Custor includi : . s : . mpow. o
ner data, including credit and debit card information. It led to target having to pay out millions

of ars in d: ag g ) Fa 3
‘e:Ol.Lﬂ} n damages and losing customer trust, T arget's data breach is just one example of how cyber
Secunty 1s important for businesses and organizations.

He told that Cyber security is important for students because they often target cyber attacks. In a recent
¢ase. a group of students from a college in the United States was targeted by hackers who gained
access to their personal information, including their Social Security numbers and credit card
information. The hackers then used this information to fraudulently charge thousands of dollars to the
students’ credit cards. The students were left with massive debt and had to spend months repairing

thﬂ" credit. This case highlights the importance of cyber security for students, who are often the
victims of cybercrime.

Dav 2 (Schedule): 20 OCTOBER 2023 (01:00 PM -02:30 PM)

Topic- Cybererime and Cyber Security: Dataprotection

Mr. R K Gupta told that What to do if you get targeted Sometimes even vour best efforts aren’t
enough to stop a hacker getting what they want. These circumstances are rare, but they do
happen.There are three immediate steps to take if you've fallen victim to a cyberattack:It might be
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elete eve ) § as ac : g do is identify
what has bee verything a hacker has access (o, What you should actually do is y

there " Infiltrated and Quarantine it from the rest of your devices. Once you notice one breach.
are a number of actions you can take to ensure the rest of your devices (or a greater network)
réemain safe:

o Disable all remote access

o Install any pending updates

o Maintain firewall settings

o Change passwords to any company accounts

Isolate the breach, disconnecting any devices associated with it from the internet.

Dav 2 (Schedule): 20 OCTOBER 2023 (02:30 PM — 04:00 PM)

Topic- Threads of Cvber Security

Mr. Jaydeep Vidhyarthi told that host of new and evolving cybersecurity threats has the
information security industry on high alert. Ever-more sophisticated cyberattacks involving malware,
phishing, machine learning and artificial intelligence, cryptocurrency and more have placed the data
and assets of corporations, governments and individuals at constant risk.
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Mr. R K Gupta told that Cyber-atta
downloading solicitations from unidentifi
It is important to notice the advanceme
devices tends to weaken corporate net
significant financial losses. The Bring
use their personal mobile devices to
security an increasing proportion of
networks. The survey revealed that
business data.

cks can be lowered by kee
ed sources, and reading mate
nts made in cyber security.

ping devices updated. avoiding
rial related to personal gadgets,

The extensive usage of mobile
works' cyber security, which could result in data theft and

Your Own Device (BYOD) policy, which allows employees to
access the company network, poses a severe threat to cyber
personally owned mobile devices are connecting 10 business
the BYOD policy presents the greatest obstacle to protecting
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Mr. Jaydeep Vidhyarthi told that Cybersecurity is crucial for the constant evolution of the digital
world. Whether you are a business owner or consumer, you must be prepared to adapt to new
technologies, rules, and strategies that will help build a safer and more secure online space. Thus, the
prevalence of exposed network surfacc_s forces us to invest in increasingly sophisticated defense
systems.It is impossible to progress in the mo‘dem‘ digital world without strengthening your
cybersecurity protocols. Data and system protection na f_requemly “connected™” environment is
essential to ensure users, businesses, and gm:'cmments’ mtegf‘lty: And with the complexity of security
requirements increasing for several reasons, 1t poses a more ‘SIgmﬁcant challenge to develop advanced
security Systems. Therefore, our continuous defense against hackers and cyber criminals should
influence the future of cybersecurity with enhanced data monitoring solutions.
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LUCKNOW PUBLIC COLLEGE OF PROFESSIONAL STUDIES

WORKSHOP ON NEXT GENERATION CYBER SECURITY: INNOVATIONS IN THREAT
DETECTION AND RESPONSE @
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LUCKNOW PUBLIC COLLEGE OF PROFESSIONAL STUDIES

Workshop on Next Generation Cyber Security:Innovation In Threat Detection and Response (October 19-21, 2023)
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Workshop on Next Generation Cyber Security:innovation in Threat Detection and Response (October 19-21, 2023)
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LUCKNOW PUBLIC COLLEGE OF PROFESSIONAL STUDIES

Workshop on Next Generation Cyber Security:innovation In Threat Detection and Response (October 19-21 2023)
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Workshop on Next Generation Cyber Security:innovation In Threat Detection and Response (October 19-21, 2023)
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LUCKNOW PUBLIC COLLEGE OF PROFESSIONAL STUDIES

Workshop on Next Generation Cyber Securlty:innovation In Threat Detection and Response (October 19-21,
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