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ABSTRACT

The integration of Internet
ccosystems has led to a signific

of Things (IoT)-enabled devices within digital payr'nent
ant transformation in the landscape of financial transactions.
This transformation is characterized by the adoption of innovative technologies 'dzat facmta.te
seamless, efficient, and securc payment processes, allowing users to engage In ﬁn.apc1al
transactions in increasingly dynamic and diverse ways. With the advent of IoT, traditional
payment systems have evolved, enabling more convenient and faster transactions across a
variety of devices, from smartphones and smartwatches to voice-activated pa'yment systems
and connected appliances. These advancements are pushing the boundaries of what 1s
possible in the realm of digital payments, ultimately contributing to the creation of more
integrated and user-friendly payment ecosystems.

This study conducts a comprehensive systematic literature review (SLR) of 15 peer-reviewed
articles, all published between 2015 and 2024, to assess the impact of JoT-enabled devices on
digital payment systems. Through this review, the study identifies and analyzes key themes
that have emerged within the literature, such as security challenges, user adoption rates,
technological advancements, and the emergence of new business models spurred by IoT
adoption. It highlights how loT-enabled devices, including smart wearable devices,
contactless payment systems, and voice-enabled payment mechanisms, are shaping the future
of digital payments, improving the efficiency of transactions and increasing accessibility for

users.

Findings from the review indicate that while IoT-enabled payment systems offer substantial
advantages in terms of transaction convenience and speed, they also introduce significant
concerns, particularly around security and privacy. The proliferation of IoT devices presents
new vulnerabilities, making digital payment systems-increasingly susceptible to cyber threats,
data breaches, and unauthorized access. Despite these challenges, the adoption of IoT-based
payment solutions continues to grow, driven by the demand for more streamlined and user-

centric payment experiences.

Furthermore, the study explores the widespread adoption of contactless payments and the
increasing use of smart wearable devices as a testament to the growing integration of IoT
technologies in the financial sector. The development of voice-enabled transactions and the
rise of e-commerce platforms are also pivotal factors that have expanded the scalability and
reach of digital payment ecosystems, making them more accessible and user-friendly.

Keywords: Internet of Things (I0T), Systematic Literature review (SLR), PRISMA, Digital
Payment Ecosystem.

I. INTRODUCTION

The proliferation of the Internet of Thipgs (IoT) has brought about transformative changes
across various domains, including the digital payment ecosystem. IoT-enabled devices, such
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as smartwatches, connected cars, and voice-controlled assistants, hﬂ.\(’lc ,rcgcggsgc?l:::
financial transactions are conducted by integrating ’*c""".lc““’ u}u(?nlutc. N ‘:Ec adoption of
payment solutions. These advancements have led to a significant increase in e cf?‘uciency
loT-based payment technologics, driven by the demand for convenience

, ‘ - ed
(Smith ct al,, 2020). However, alongside these benefits, there are emerging challenges relat
to security, privacy, and uscr trust that require comprehensive cxploration.

loT-enabled payment systems leverage interconnected devices to facnlltat.c trans;jacuo::rst
without the need for direct human intervention. For instance, wearable devices arfl- s::: n
appliances equipped with payment functionalitics cnable users to executef lm’? y
transactions with minimal effort (Johnson & Lee, 2019). This convergence of IoT an

financial technology (FinTech) has not only enhanced the user experience but has also

disrupted traditional payment methods by introducing innovative business models and
expanding financial inclusion (Chen et al., 2021).

Despite these advancements, the integration of IoT into payment systems presents nota}ble
risks. The interconnected nature of IoT devices creates vulnerabilities that can be explplted
by cybercriminals, leading to potential breaches of sensitive financial data (Kumar & Singh,
2018). Furthermore, issues such as lack of standardization, interoperability challenges, and

user apprehension towards adopting IoT-enabled payments hinder the widespread
implementation of these technologies (Zhang & Patel, 2020).

This systematic literature review (SLR) aims to synthesize existing research on the impact of
IoT-enabled devices on digital payment ecosystems. By examining studies published between
2015 and 2024, this review identifies key themes, technological trends, challenges, and future
research directions. The finding

s of this study contribute to the growing body of knowledge
on IoT and FinTech integration, offering valuable

insights for academics, industry
practitioners, and policymakers.
IL. OBJECTIVES OF THE STUDY

a) To evaluate the role of IoT-enabled devices
ecosystems in terms of efficiency, accessibility,

b) To identify the challenges, such as security vulnerabiliti
associated with IoT-enabled payment systems.

in transforming digital payment
and security.

es and interoperability issues,

¢) To explore the emerging trends and technological advancements in IoT and their
implications for digital payment adoption.
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Fig. 2.1 PRISMA FloweNart (2015-2024 Inctusion Criteria); Sonrce; KResearcher's
Compitation

The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Aqalyses)
flowchart in fig. 2.1 visually represents the systematic review process for assessing the
impact of IoT-enabled devices on digital payment ecosystems. It outlines the stages of study
selection based on the specified inclusion criteria (2015-2024). Below is a summary of the
flowchart's key components:

1. Identification Stage:

o Records identified through database search: A total of 300 records were
initially retrieved from relevant databases.

o Records after duplicates removed: After removi
unique records remained for screening.

2. Screening Stage:

ng duplicate entries, 250

o Records screened: All 250 records

were screened based on their titles and
abstracts.

o Records excluded: 180 records were
research topic.

3. Eligibility Stage:

excluded due to irrelevance to the

o Full-text articles assessed for eligibility: 70

| ' full-text articles were thoroughly
reviewed to ensure they met the inclusion criteria.

o Full-text articles excluded: 55
methodological inadequacies.

4. Inclusion Stage:

articles were excluded due to non-relevance or

o Studies included in qualitative synthesis: Finally, 15 studi
T * ’ Ud
for the qualitative synthesis, d 168 were selected
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represents the progress
ing process nt every Stage,
cthodologics.

text boxes and dircctional arrows, making it casy to
documentation.

IV.  SYSTEMATIC LITERATURE REVIEW
Table 3.1 SLR of 15 papers; Source: (Researcher’s Compilation)

riental Research Institute

ion of records through these stages with arrows

cnsuring transparency

Author's Name &
Year of
Publication

Title of the Paper

Methodology &
Findings

Research Gaps

1. Xu, Y., et al
(2015)

loT and Digital
Payments: A New
Horizon

Mecthodology:
Literature  review.
Findings: IoT is
transforming digital
payment systems,
increasing
transaction speed

and security.

Lack of empirical
studies on IoT’s
real-world impact.

2. Patel, K., & | The Role of IoT in | Methodology: Case | Limited research
Mehta, A. (2016) Paymen't study analysis of | on cross-platform
Innovations IoT-enabled IoT payment
payment  systems. | systems.
Findings: IoT
adoption  enhances
user experience and
payment
convenience.
3. Chen, R, et al. | IoT i i i
P . Servicg;- Financial Methodology: More studies
ices: Survey-based study. | needed
In‘qpllcatlons for | Findings: IoT : .
Digital Payments adoption increases i)efgulatolrgT aSpec.ts
trust n
transparency ar;: payments.

digital transactions.

4. Zhao, L., et al.
(2018)

Enhancing Security
n IoT-enabled
Payment Systems

Methodology:
E)fperimental design
with  focus  op

se.curity protocols,
Findings: IoT

enhances payment
security but
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5. Singh, A, &
Gupta, P. (2019)

Consumer Adoption
of loT-Enabled
Payments

vulnerabilitics.

Methodology:
Regression  analysis
of consumer data.
Findings: Trust and
case of usc are key
drivers of adoption.

Need for
Jongitudinal
studiecs on IoT

payment adoption.

6. Liu, J., & |1oT and Payment | Methodology: Lack of
Wang, M. (2020) System: A Global Comparative comparative
Perspective analysis across | studies in
countries. Findings: | emerging
loT integration | economies.
varies based on local
infrastructure  and
regulatory
environments.
' 7. Sharma, N., & | The Future of IoT | Methodology: Further exploration
Bansal, P. (2020) Payments in the | Qualitative needed on
Retail Industry interviews with | consumer
industry experts. | resistance to IoT
Findings: IoT- | payments.
enabled payments
will dominate retail
sectors by 2025.
8. Garcia, P., et | Blockchain and IoT | Methodology: Further empirical
al. (2021) Integration in | Simulation model. | validation required
Digital Payments Findings: for blockchain-IoT
Blockchain integration.
enhances the
transparency and
security of IoT
payments.
9. Kumar, P., & | Digital Payments | Methodology: Limited research
Sharma, R. (2021) | and IoT: A Smart | Systematic review. | on the integration
Future Findings: IoT has | of IoT with
led to innovations in | traditional
mobile  payments | payment systems.
and smart contracts.
10. Kim, S., & | The Impact of IoT | Methodology: Lack of studies
Park, H. (2022) on Mobile Payment | Cross-sectional the psychologi((:);l
Systems survey of mobile | factors affecting
payment users. | IoT payment
‘olume-CI, Issue-12, 2024 (UGC Care Listed Group-I Journal)

Lucknow P

Vinamra Khand Gomtinagar, Luckn



ISSN: 0378-1143

Annals of the Bhandarkar Oriental Research Institute

Findings: loT
cnables gscamlcss
payments, but uscr
cducation is needed.

adoption.

11 Nguyen, D., ct
al. (2022)

loT-Enabled
Payment Systems in
E-commerce

Methodology: Casc

studics of c-
commerce
companics.
Findings: IoT

integration improves
the checkout process
and reduces
transaction times.

Insufficient
rescarch on JoT’s
effect on payment
fraud in -
commerce.

Volume-CI, Issue-12, 2024

12. Zhang, Y., et | IoT and Secure | Methodology: Further exploration
al. (2023) Payment Analytical of regulatory
Processing: The | framework frameworks
Road Ahead development. required.
Findings: IoT
enhances  payment
security but poses
challenges in
privacy.
13. Patel, S., et al. | Smart Cities and | Methodology: Need for studies
(2023) IoT in  Digital Mixed-methods on cost-
Payments study with surveys effectiveness of
and interviews. | IoT-based payment
Findings: IoT | systems.
integration in smart
cities leads to
increased
convenience in
digital payments.
14. Rao, P., et al. | JoT  for Digital | Methodology: Lack of research
(2023) Payment Systems: SWOT analysis. | on IoT payment
Opportunities ~ and Findings: IoT offers | scalability in rural
Challenges significant areas.
opportunities but
faces challenges in
standardization and
scalability.
15. Zhang, X., et IoT-Enabled Methodology: Further studies on
al. (2024) Payment Solutions Experimental consumer trust and
and Consumer | research with user | data privacy issues

(UGC Care Listed Group-I Journal)
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behavior — analysis.
Findings: loT-
cnabled  solutions
significantly

influcnce  consumer

payment
preferences.

nceded.

Behavior

RESEARCH QUESTIONS & DISCUSSIONS

V.
How does IoT-cnabled payment technology impact consumer trust and adoption in

different regions?
Discussion:

This research question aims to explore how consumers’ trust in IoT-enabled payment systems
varies across different geographical regions, especially considering the differing levels of
digital infrastructure and cultural factors. In developed regions with robust digital
infrastructure, consumers may be more inclined to trust and adopt IoT-enabled payments due
to familiarity with advanced technologies and a higher comfort level with digital security. In
contrast, emerging markets may face more challenges, such as concerns about data privacy,
security, and lack of consumer education. Understanding the psychological, social, and
technological factors that affect consumer trust in different regions will help businesses and
policymakers craft more effective strategies for encouraging adoption. This research could
also delve into how regulatory frameworks and consumer education initiatives can address

these regional disparities.
2. What are the key security challenges associated with IoT-enabled payment systems,

and how can they be mitigated?

Discussion:

The security of IoT-enabled payment systems is a pressing concern due to the vast amount of

sensitive data exchanged and the potential for vulnerabilities in connected devices. This

research question seeks to identify the specific security threats posed by IoT devices in

payment systems, such as data breaches, device hacking, and unauthorized access. By
analyzing existing literature and case studies, the research can highlight best practices for
securing IoT payment systems, including encryption methods, biometric authentication, and
the use of blockchain technology. It is also important to explore the role of regulatic,)n in
enforcing security standards, as well as the responsibility of businesses in protectin

consumers’ privacy and transaction data. Effective security measures will be critical fogr
fostering consumer trust and ensuring the widespread adoption of IoT-based payment

systems.
3. What role do IoT-enabled payment systems play in transforming the retail industry
9

and how do they enhance the consumer experience?

Discussion:
This research question seeks to explore the speci i i
' pecific ways in which [oT-
systems are transforming the retail sector, with a focus on the consumerog;(ggjbled pIa}:Fment
1ence. [oT can

Algh
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streamline the payment process by enabling contactless payments, reducing transaction tim?s,
and improving the overall convenience of shopping. Additionally, loT can be integrated with
other technologics, such as personalized marketing and real-time inventory tracking, to
cenhance customer cngagement and satisfaction. This question also opens the door to
examining the broader implications of loT adoption for the retail business model. The
research can look at both large retail chains and small businesses, comparing the challenges
and benefits of adopting loT payment systems. Understanding how loT-based systems
improve convenience, security, and personalization in retail settings can offer valuable
insights for companies secking to improve customer loyalty and competitiveness.

4. How do regulatory frameworks influence the adoption and scalability of IoT-enabled
payment systems, particularly in emerging cconomies?

Discussion:

The adoption of loT-enabled payment systems depends heavily on the regul?thy
environment, particularly in emerging economies where regulatory frameworks for digital

transactions may still be developing. This research question explores how regulations related

to data privacy, financial transactions, and digital security impact the scalability of IoT
payment syst

ems in developing regions. Many emerging economies face challenges in
creating adequate regulatory frameworks for IoT technologies, which can hinder the adoption
of these systems by businesses and consumers. Additionally, this research could explore how
international standards and cooperation could help address these gaps and enable smoother
integration of IoT payment systems into less-developed markets. Understanding the role of
government policies and global regulatory standards will be essential for fostering an
environr.nent where IoT-enabled payment systems can scale successfully in emerging
economies.

Conclusion:

These four research questions address critical issues surrounding the integration of IoT-
enabled payment systems into the global payment ecosystem. By exploring topics such as
consumer trust, security challenges, the transformation of the retail sector, and regulatory
frameworks, researchers can contribute to a deeper understanding of the benefits and
challenges of these emerging technologies. The findings from these studies will offer
valuable insights for businesses, policymakers, and researchers working to facilitate the
widespread adoption of loT-based payment systems across different regions and industries.
V. THEORATICAL & PRACTICAL IMPLICATIONS

A. Theoretical Implications

1. Enhances the understanding of the convergence between IoT and digital payment
ecosystems, contributing to the existing body of knowledee in Fi
research. g y edge In FinTech and IoT
2. Provides a conceptual framework for analyzi i
: yzing the impact of t i
advancements on user adoption and trust in IoT-enabled payme‘;t systemsechnologlcal
3.

Highlights the critical interplay between security ¢
oncerns a i :
the acceptance of IoT payments. Y nd user trust in shaping

B. Practical Implications

~rncipal
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Offers actionable insights for developers and service providers to design secure and
user-friendly loT-cnabled payment systems.

Aids policymakers in formulating regulations and standards to mitigate risks

associated with 10T payment ccosystems.

Assists businesses in leveraging loT technologics to crecatc innovative payment

solutions and improve customer experience.

Vil. LIMITATIONS

This study has certain limitations that should be acknowledged. The review is confined to
literature published between 2015 and 2024, which may exclude carlier foundational research
or very recent developments that emerged post-2024. Furthermore, the focus on peer-
reviewed academic literature may overlook valuable insights from industry reports, vyhlte
papers, and conference proceedings, which often capture real-world trends and innovations.
Another limitation lies in the generalization of findings, which may not account for .the
diverse challenges and adoption rates across different regions, particularly in developm.g
versus developed economies. Lastly, the study primarily adopts a qualitative syx:nthe51s
approach, which may limit the statistical rigor needed to ostablish causality or quantify .the
impact of lIoT-enabled devices on digital payment ecosystems comprehensively. Addressing
these limitations in future research can enrich the understanding and applicability of the

findings.
VIII. FUTURE SCOPE OF RESEARCH

The future scope of this study encompasses several critical dimensions. First, the integration
of emerging technologies such as blockchain and artificial intelligence (AI) into IoT-enabled
payment systems warrants further exploration. Blockchain can provide decentralized and
tamper-proof mechanisms for securing transactions, while Al can enhance fraud detection
and user personalization, significantly boosting trust and adoption. Additionally, region-
specific studies are essential to understand the unique challenges and opportunities in diverse
socio-economic and cultural contexts. This is particularly relevant for developing and
underbanked regions where IoT-enabled payments could drive financial inclusion and foster
economic growth. Another promising area for future research is the impact of IoT payments
on global financial infrastructures, including cross-border transactions and regulatory
frameworks. Moreover, longitudinal studies assessing the long-term societal and behavioral
changes driven by IoT adoption in digital payments could provide valuable insights into the

sustainability of these systems.
IX. FINDINGS

The integration of IoT-enabled devices into the digital payment ecosystem has resulted in
significant shifts in the way payments are processed, delivered, and experienced by users.
Below are the key findings derived from the Systematic Literature Review (SLR) of the
selected studies:

1. Enhanced Transaction Speed and Convenience: Several studies highlight the
ability of IoT-enabled devices to enhance transaction speed and simplify the user
experience. [oT facilitates seamless, real-time payments through various devices, such
as smartphones, wearables, and connected objects, which have become ’more
ubiquitous in daily life. For instance, IoT has enabled the use of smart payment
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¢ need for traditional forms of payment

like cash or credit cards (Xu ctal., 2015; Liu & Wang, 2020).

2. Sccurity .and Trust Enhancement: A crucial arca of focus in
systems is their impact on securi

sccurity protocols (e
security of digital t
correlated with impro
technologies bring to

vulnerabilities, including device securi

3. Consumer Adoption Drivers:

systems is strongly
consumers are more

more efficient payment experience

convenience, speed,
encouraging adoptio

to concerns regarding privacy,

2022).

4. Impact on the Reta
industry, particularly
2020). This has
shift towards
improved inventory

marketing. The inte
development of sma

transactions in urban

5. Integration

with loT-enabled payment systems,

decentralized nature O
d fraud in digital transactions

manipulation an
energy consumption
for wide-sca

6. Global Va
payments Vv
infrastructure are sc€

such as infrastructure,
implementation (Liu & Wang,

hurdles in terms O

implementation of IoT payment systems.

7. Regulatory and Privacy Concerns:

regulatory environme
enhanced efficiency,
regulatory framework:
users and regulators,
secure handling and c

2018).

Volume-CI, Issue-12,

\
\

n. However, there is still resis

led to faster checkout processes
digital-first retail experiences.

with Blockchain Technology: Bl

le adoption (Zhang et al., 2023).

riability in IoT Adoption: The adopti
ary significantly across reg

[oT-cnabled payment

ty. loT devices, when equipped with advanced
.g., encryption, biometric authentication), have enhanced the
ransactions (Zhao ct al., 2018). IoT adoption is positively
ved consumer trust due to the transparency and traceability these

digital payments (Chen ct al., 2017). However, [oT’s potential
ty flaws and data breaches, remain a concern.

The consumer adoption of JoT-enabled payment
influenced by ease of use and trust. Studies indicate that
likely to adopt these systems when they provide 2 smoother,
(Singh & Gupta, 2019). Factors such as

and reduced friction during transactions are pivotal in
tance among some consumers due

data protection, and system reliability (Kim & Park,
utionized the retail
(Sharma & Bansal,
rvice, driving @

nabled devices have revol
less and mobile payments
and better customer S¢
Retailers benefit from IoT through
zed customer experiences, and targeted
he retail sector has also spurred the
to efficient, cashless

il Industry: IoT-e
in enabling contact

management, personali
gration of IoT into t
rt cities, where IoT devices contribute
spaces (Patel et al., 2023).
ockchain technology, when integrated
has enhanced transparency and security. The
address concerns related to data
(Garcia et al., 2021). However, the high
ain remain major barriers

f blockchain helps

and scalability challenges of blockch

on and integration of IoT-enabled
ions. Developed nations with robust digital
ing faster adoption, while in emerging economies, challenges
regulation, and consumer readiness hinder widespread
2020). Moreover, these regions often face regulatory
f data protection and privacy laws that complicate the

' A common concern across studies is the
nt surroundlpg IoT-enabled payments. While IoT promises
the complexity of IoT systems often leads to challenges in

s. Privacy and data protection remain primary concerns for both
as the vast amounts of data generated by IoT devices require

ompliance with privacy laws (Zhang et al., 2023; Zhao et al.
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&
8. Scalability and Cost-K . "

- ains :‘ycriﬁculo?;ssgfcf:livcn.c.?s: I'he scalability of 'loT-cnnblcd payment systems
T dCVicc.qi rllln. urcns'nnd developing nations, the cost of IoT
erms of efficiency nnd‘ u-‘j n. I\‘Hl.l()l‘ 'I)nrrncr (o entry. While ToT offers advantages in
deployment is ofien prohi Iser experience, (he investment required for widespread

s oftien prohibitive (Rao ct al., 2023).

CONCLUSION

The mlcgralion of loT-enabled devices into the digital paym
forcg with vast potential to revolutionize the way we make an
findings from this systematic literature review reveal several signi
enhanced t}'ansaction speed, improved sccurity, increased consumer adoption,
transformation of industries like retail through loT adoption.

ent ecosystem is a transformative
d receive payments. The
ficant benefits, including
and the

However, there are several challenges that need to be addressed for the successful expansion

of I.OT-enabled payment systems. Security remains a significant concern, and while IoT
dev1?es enhance the security of transactions, they also introduce new vulnerabilities that need
continuous monitoring and improvement. Additionally, regulatory frameworks for IoT
payments are still in their infancy, and the absence of standardized protocols and privacy

protections remains a major hurdle.
The scalability and cost-effectiveness of these technologies, especially in emerging
economies, remain critical issues. While IoT-enabled payment systems have been successful
in developed regions with strong digital infrastructure, their adoption in rural and less-
developed areas requires targeted efforts to overcome the financial and infrastructural

challenges.

In conclusion, JoT-enabled payment systems
payment landscape by offering more convenient, efficient, and secure transaction methods.
e important to address the privacy, security,

As the technology continues to evolve, it will b
regulatory, and infrastructure-related challenges to ensure the widespread adoption and
integration of IoT into global payment systems. Further research and development in these

areas will be critical to ensuring that IoT’s potential is fully realized, benefiting both
consumers and businesses alike.
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